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Penensenr:



[Iporpamma pa3paboTaHa B COOTBETCTBHHM C NpHUKa3oM MUHHUCTEPCTBA
oOpa3oBanus u Hayku Poccuiickoit ®@enepanuu ot 1 umroms 2013 1. Ne 499 «O6
YTBEPKJICHUM TMOpSAKAa OpraHu3alldd W OCYILIECTBICHUS 0O0pa3oBaTEIbHOM
NEATETLHOCTH TI0 JOMOTHUTEIBHBIM MPO(PECCHOHATBEHBIM TIPOrpaMMam» U MAChMOM
MunucTtepcTBa 00pa3zoBanus u Hayku Poccutickoit @eneparuu ot 21 ampens 2015 r.
No BK-1013/06 «O nHampaBieHHMM METOAMYECKMX PEKOMEHJALMK IO peau3aliuu
JOTIOTHUTENHHBIX IPO()ECCHOHATBLHBIX TTPOTPAMM)).

[ToBbIIeHNE KBANMM(PUKALUU CIIyIIaTeNIel, OCYIIECTBISIEMOE B COOTBETCTBUH C
MPOTPaMMOi, MPOBOJUTCA C MCIOJIb30BAHUEM MOJYJBHOTO MPUHIIUIA HOCTPOCHUS
y4eOHOro IjIaHa ¢ MPUMEHEHUEM Pa3IMUHbIX 00pa30BaTEIbHBIX TEXHOJOTUH, B TOM
YHCJIe JUCTAHITMOHHBIX 00Pa30BaTEIbHBIX TEXHOJIOTUN U AJIEKTPOHHOTO 00YUYECHUSI.

JlononHuTeNnbHAs MPOQPECCHOHAIbHAS TpOrpaMMa MOBBILIEHUST KBATM(DUKATUU
pa3zpaboTana 00pa3oBaTEIbHONW OpraHu3aIieil B COOTBETCTBUU C 3aKOHOATEIbCTBOM
Poccuiickoit @enepaniuu, BKIIOYAET BCE MOJIYJIH, YKa3aHHBIE B y4€OHOM IUTaHE.

ConepxaHue OILIEHOYHBIX M METOJAMYECKUX MATEPHUAJIOB  OIpeaeseTcs
oOpa3oBaTeNbHON  OpraHu3aluell  camMoCTOSTEIbHO C  YyY4eTOM  IOJIOKEHUU
3aKOHOJaTeIbCTBA 00 00pazoBanuu Poccuiickoit denepanuu.

CTpykTypa NOMOJHUTEIHLHON MPOPECCHOHAIIBHON MPOrpaMMbl COOTBETCTBYET
TpeboBanusiM  [lopsinka opraHu3aliui ¥ OCYIIECTBJICHHMS  0Opa30BaTeIbHOM
JNEATCIBHOCTH MO  JIONMOJHUTENBHBIM  TPOQECCUOHATBHBIM  MPOTpaMma,
yrBepxkennoro [Ipukazom Muno6paayku Poccun Ne 499 ot 1 uronst 2013 r.

O0beM JOMOTHUTENBHON MPO(EeCCHOHANBHOW MPOrpaMMbl BHE 3aBUCHMOCTH
OT TPUMEHSAEMBIX O00pPa30BATENIbHBIX TEXHOJOTUN JIOJHKEH OBITh HE MeHee 16
akameMuyecknx dvacoB. Cpoku ee OCBOCHHS OMPENeNsioTcsa 00pa3oBaTEIbHON
OpraHu3aluend CaMOCTOSITENBHO.

dopma 00yueHus chymaTeseil onpeaensieTcss 00pa3oBaTeIbHON OpraHu3aIueH
CaMOCTOSITEIBHO.

K ocBoeHuto 10momHUTEIBHBIX MPO(ECCHOHATBHBIX MPOTPAMM JOIMYCKAIOTCS:

- JUIa, HMEIoImee cpeaHee mnpodeccmoHanbHOe U (WMJIM)  BBICIICE

oOpa3zoBaHue;



- JuIa, TMONydYalolnue cpenHee mpodeccnoHanbHoe M (WMJIHM) BBICIIEE
oOpa3oBaHue.

JUis  ompeneneHuss  CTPYKTYphl  JOIOJIHUTENbHOM  IpOo(eCcCHOHATBHOU
IIPOrpamMMbl U TPYAOEMKOCTH €€ OCBOCHHSI MOKET IMPUMEHATHCS CUCTEMA 3a4€THBIX
enuHull. KonmdecTBO 3a4eTHBIX €IWHUI] MO JOMOJHUTEIBHON MPOQecCHOHATbHON
IporpaMMe yCTaHaBIMBAETCs] OpraHU3alueH.

ObpazoBarenbHasi IEATEIBHOCTh CIIyIIaTeNeH MpeayCcMaTpUBAECT CIIEIYIOIINE
BUJbl YYEOHBIX 3aHATHUH U y4eOHBIX paldOT: JEKUUH, NPAKTHUYECKUE padoThI,
KOHCYJIbTAllUM U APYTUe BUAbl YUEOHBIX 3aHATUN U Yy4eOHBIX paboT, ONpeaeIeHHbIE

y4€OHBIM TUIAHOM.



AHHOTAIUA

YueOHwrii kypc «CuHCTEeMHOE aIMUHUCTPUPOBAHHWE» TMpeIHA3HAYEH IS
I0JIb30BATEJICH U CIICIIHAINCTOB, KOTOPHIM HEOOXO0IMMO UMETh 3HAHUS 00 OCHOBHBIX
NPUHIUIIAX ¥ METOaxX YIpaBlieHUs HH(OOPMAIIMOHHBIMU CUCTEMAMHU U CETAMHU.

[Tporpamma Kypca BKJIHOYAaeT B ce0S BOMNPOCHI HU3yUCHHS YIPaBICHUS
WH(POPMAITMOHHBIMU CHCTEMAaMH U CCTSIMH.

B mpomecce oOyueHHs, Ha TNPAKTHYECKUX 3aHATUAX, OOydaroIIHecs
NPHOOPETYT HABBIKM PAOOTHI IO YIPABICHUIO WH()OPMAIMOHHBIMHA CHUCTEMAMH H
CETSIMH IO YIIPABIICHUEM OIEPAIIMOHHBIX cHcTeM ceMericTBa Linux m Windows.

Y4eOHBI Kypc MO3BOJIIECT MOATOTOBUTH KBATH(DHUIIMPOBAHHBIX CIICIIUATHCTOB
0 YIPaBJICHUIO HHPOPMAITMOHHBIMU CHCTEMaMH U CETSIMH.

CnymarensM  Kypca, YCIENTHO OKOHYMBIIMM  OOYYCHHE, BBIIaeTCs

YOAOCTOBCPCHHUC YCTAHOBJIICHHOI'O 06pa3ua.



1 OBIIIAA XAPAKTEPUCTHKA JIOTMIOJTHUTEJIBHON
MMPO®ECCHOHAJIBHOM INPOI'PAMMUBbI HHOBBILIEHUA
KBAJIM®OUKALIMN « CUCTEMHOE AJIMUHUCTPUPOBAHUE»

1.1 eas 1 3aga4M peau3aluu NPOrPaMMbI

Heab: dopmupoBanue y ciaymareneidl NpoPEecCHOHANbHBIX KOMIETEHIIHM,
HEOOXOIUMBIX ISl TPO(ecCHOHATBHOM JEeATENbHOCTH B 00JacTU CHUCTEMHOTO
aJIMUHUCTPUPOBAHMUSL.

[IporpamMme mnoBblieHus: kBanpukanuu «CUCTEMHOE aAMHHHUCTPUPOBAHUE
COOTBETCTBYIOT clieytoiue npodeccuonanbubie komnereHuu (I1K):

[1IK 2.1 AAMHUHHCTPUPOBATH JIOKAJIbHBIE BBIUUCIUTEIbHBIE CETH U MPUHUMATD
MEPHI TI0 yCTPaHEHHUIO BO3MOKHBIX COOEB;

[1K 2.2 AAMUHHCTPUPOBATH CETEBBIE PECYPCHI B MHPOPMAIIMOHHBIX CUCTEMAX;

I[IK 2.3 OOGecneunBaTh cOOp JMaHHBIX JJIA aHajdW3a HCIOJIL30BAaHUS U
(GYHKITMOHUPOBAHUS IMPOTPAMMHO-TEXHUYECKHUX CPEJICTB KOMITBIOTEPHBIX CETEH

I[IK 2.4 B3aumoaelcTBOBaThH CO CHEIUATHMCTaAMH CMEXHOTO Tpoduis IpU
pa3pabOTKe  METOJOB, CPEICTB M  TEXHOJOTMH  MNpUMEHEHUs]  OOBEKTOB
npo¢eCCUOHATIBHON JIEATEIIbHOCTH.

C  uenpl0  OBJAQAECHHUS  COOTBETCTBYIOUIMMU  NPO(ecCHOHATBbHBIMU
KOMIETEHIMSIMU O0YyYaroluiicss B XOJ€ OCBOEHHUS NPOrpaMMbl MEpPENnoJrOTOBKU

JIOJDKEH:

HMETb npaKanecxnﬁ OIIBIT:

—  HACTpOMKHM cepBepa M paboyux CTaHUUM i Oe30MacHOW mepenaydu
uHdopMaIuy;
—  yCTaHOBKHU web-cepBepa;

- opraHu3anu JOCTYyIIa K JIOKAJIbHBIM U 100 ILHBIM CCTsAM,

yMeThb:



—  aJIMUHUCTPUPOBATH JIOKAIBHBIC BEIYHCIUTEIILHBIC CETH;

—  NPUHUMATh MEPHI IO YCTPAHESHUIO BO3MOKHBIX COOCB;

—  yCTaHaBJIMBATh HH(OOPMALMOHHYIO CUCTEMY;

— co3maBaTh W KOH(HTypUpOBaTh  YYETHBIC  3alUCH  OTJACIBHBIX
10JIb30BAaTENICH 1 TOJb30BATEIBCKUX TPYIIIT,

—  pErHCTPUpPOBATH  MMOJAKIIOUEHHE K  JOMECHY, BECTH  OTYETHYIO
JOKYMEHTAITHIO;

—  yCTaHABIMBAaTh M KOH(PUIYPUPOBATh AHTHBHPYCHOE IPOrPAMMHOE
obecrieueHne

— o0OecrieynBaTh  3AIIUTy MNP MOAKIIOYCHUH K  WHGOPMAIMOHHO-
TeJICKOMMYHHUKaMOHHON cetn "HMHTepHer" (maiee - cerb MHTEpHET) CpeliCTBaMHM

ONEPALIMOHHON CUCTEMBI;
3HATH:

—  OCHOBHBIC HallpaBJICHUS aJIMUHUCTPUPOBAHUS KOMIIBIOTEPHBIX CETEM;

—  THIIBI CEPBEPOB, TEXHOJIOTUIO "KIUEHT-CEpBEP";

—  c1ocoObl YCTAHOBKH U YIPABICHUS CEPBEPOM;

—  YTUJUTHI, PYHKIMY, YAAICHHOE YIPABICHUE CEPBEPOM;

—  aJNrOpuTM aBTOMAaTHU3allMM 3a/1a4y 00CITyKUBaHMUS,

—  TOpAJOK MOHUTOPUHIA U HACTPONKH ITPOU3BOAUTEIILHOCTH;

—  TEXHOJIOTHIO BEICHUsI OTYETHOU JTOKYMEHTAIUU;

—  KIaccu(UKalMI0 MPOrpaMMHOIO OOECNEYeHUs CETEBBIX TEXHOJIOTUM, U

00J1aCTh €ro NPUMEHEHMUS;

1.2 TpeOoBaHHs K YPOBHIO MOJATOTOBKH MOCTYNAKIIEr0 Ha 00y4deHHe,

HCOﬁXOI[I/IMOMy AJIAA OCBOCHMA NMPpOorpaMmmabl 10MOJTHUTETIBbHOI'O 06p33OBaHHH

JIuma, sxenaroimue 0CBOUTh JOTIOTHUTEIHHYIO TPO()ECCHOHATEHYIO TPOTPaMMy
JIOJDKHBI UMETh CpeliHee MpodeccCuoHaIbHOE, BBICIICE WJIM HEOKOHYEHHOE BBICIICE

oOpa3oBaHue.



2 COAEP)KAHUE ITPOI'PAMMBI « CHCTEMHOE AIMUHUCTPUPOBAHUE» 144 YACA

2.1 Y4eOHblil IUV1aH AJIM 3A04HOU (hOpMbBL 00yUeHUA

Ne HaumeHoBaHue pa3je/ioB, HUKJIOB, . - AYyIUTOPHBIE 3aHATHS, MpomexyTounas
JAMCIHUILINH, IPAKTHK, HTOTOBOI 5l _ 3 yac o aTTecTanus, yac
aTTecTAIllNU = 2 5 § g( g
5 cEg g
© X g g = 8
z 2 | Beero 13 uux 3auer IK3
= = Jlek | JIa6 | TIp
1 2 3 4 5 6 7 11 15 16
Monynb 1. AnmunuctpupoBanue Microsoft Windows Server
1 | AamunucrpupoBanue Microsoft Windows | 34 8 24 10
Server
1.1 | Bagaun U LETH CETEBOTO 8 2 6 4 2 2 3 -
aJIMUHUCTPHPOBAHUS
1.2 | Mogenn  mexcereBoro  B3ammoaencTsus | 10 2 6 2 4 4 3 -
(momenn OSI, TCP/IP)
1.3 | O630p penmakumii ©u  (QYHKIHMOHAIBHBIX | 8 2 2 2 0 2 3 -
BosmoskHocTed cuctemsr Windows Server
1.4 | YcraHoBKa M HayalbHas HACTpOMKa cUcTeMbl | 8 2 10 2 8 2 3 -
Monyis 2. Hactpoiika 6e3omacHoctH B cetsix Microsoft Windows Server
2 | HacTpoiika 06e30nacHOCTH B ceTAX 34 8 26 8
Microsoft Windows Server
2.1 | OcHoBHBIE TepMHHBI M ToHsATHS (1ec, | 10 2 8 4 4 2 3 -
JIepeBo,  JOMEH,  paboyas  Tpymma).
YcTaHoBKa KOHTPOJIJIEpa IOMEHOB
2.2 | YrpaBieHHe TOJIb30BATEeIsIMH W TpyNmaMu. | 8 2 6 2 4 2 3 -
['pynmoBbie MOTUTUKA




2.3 | Jlornueckas U (Qusuyeckas CTPYKTypel, | 8 2 8 4 4 2 3
Active Directory.
2.4 | Cuctema  0€30MacCHOCTH  OIEPAIMOHHOU 8 2 4 2 2 2 3
cucrembl Microsoft Windows Server
Monyns 3. OnepanunonHas cucrema Linux
3 | Onepanunonnas cucrema Linux 36 8 26 10
3.1 | Beibop auctpuOyTuBa, yCTaHOBKA W aHaiuu3 | 8 2 4 2 2 2 3
CHCTEMBI
3.2 | Cucrema 6e3omacHocti OC Linux 10 2 4 2 2 4 3
3.3 | ®aitnosas cucrema OC Linux 10 2 6 2 4 2 3
3.4 | YcraHoBKka u HacTpoiika cepucoB B OC 8 2 12 4 8 2 3
Linux
Monynsb 4. Cerebie cepBuckl DNS u DHCP
4 | CereBbie cepBucbl DNS u DHCP 16 4 10 8
4.1 | OcHosuble nouatus DNS. bazoBas 8 2 6 2 4 4 3
HAaCTpOMKa
4.2 | Ocunosnble nouatus DHCP. bazosas 8 2 4 2 2 4 3
HacTpouKa
Monyns 5. PaboTa ¢ koMaHIHOW CTPOKON M TEPMUHAJIOM-
5 | PaboTa ¢ KOMaHHOW CTPOKOH U 20 6 12 6
TEPMHHAIIOM-
5.1 | 3nakoMCTBO ¢ KOMaHIHOM cTpokoit Windows | 8 2 4 2 2 2
5.2 | BnakomcTBo ¢ TepmuHaiom OC Linux 6 2 4 2 2 2
5.3 | 3nakomctBo ¢ Power Shell 6 2 4 2 2 2
HTorosas arrecranus 4 4
UTOI'O 144 | 38 98 | \ \ 42




2.2 O0bemM nmporpamMmsbi:

98 akanemMuueckux 4acoB (aKaJeMHUECKUN yac — 45 MUHYT, peXUM 3aHITUN —
4 akameMuyeckux 4aca B JeHb). CamoctosTenbHas pabota — 42 akaJgeMHYECKUX
yacoB. iTorosas arrectanus — 4 akaJleMUYeCKUX yaca.

2.3 ®opma o0yuyeHust:

3a04YHasi (C IMPUMCHCHUC NUCTAHIMOHHBIX 06p8,30BaTeJII>HBIX TCXHOJIOFPIﬁ).



3. COJAEPXXAHUE JTONMOJIHUTEJBHOM IMPO®ECCHUOHAJIBHOMN
IMPOTPAMMBI ITOBBIHIEHUA KBAIMOUKAINMN «CUCTEMHOE
AIMUHUCTPUPOBAHMN»

3.1 Moayas 1. AxnmunuctpupoBanue Microsoft Windows Server.

3.1.1 3agaum U 1eJIU CeTeBOro aAMUHUCTPUPOBAHMS.

dopma NpoBeACHUS 3aHATUS — JICKITUSI.

KonuuectBo yueOHOTrO BpeMeHH — 4 akaJIeMUYECKHUX Yyaca.

[lonsiTHE aAMUHUCTPUPOBAHUS KOMIIBIOTEpHOU ceTH. CeTeBOe M CHUCTEMHOE
aIMUHUCTPUPOBAHUE — 2 aKaIEMUYECKUX Yaca;

OcHOBHBIE TOHATHS aAMUHUCTPUPOBAHUS: JOMEH, pabouas rpymnmna. OOBEKThI
CEeTH — 2 aKaJIeMHUYeCKHX Jaca.

®opma NpoBeACHUS — IPAKTUUECKOE 3aHSTHE.

KonuyecTBo yueOHOro BpeMeHU — 2 akaJIeMHUYECKUX yaca.

[Ipaktuueckoe 3ansitue Nel — CocraBieHne miIaHa padOTbl CUCTEMHOTO
aAMUHHCTpATOpa — 2 aKaJIeMUYECKHUX Yaca.

3.1.2 Mopean mexkcereBoro B3anmojeiicreus (moaeab OSI, TCP/IP).

dopma NpoBeACHUS 3aHATUS — JIEKIUSL.

KonudecTBo yueOHOTO BpeMeHU — 2 aKaJIeMHUYECKUX yaca.

OtajioHHass Mojueidb B3amMoaeucTBud cereir OSI. Mogenn MeXCeTEeBOro
B3aMMO/JICHCTBUS — 2 aKaJeMUUYECKHUX Yaca.

dopma npoBeCHUS — MPAKTUUECKOE 3aHSITHE.

KonuuectBo yueOHOr0o BpeMeHH — 4 akaJIeMUYECKHUX Yyaca.

ITpaktnueckoe 3anatue Ne 2 — lcciaegoBaHue CTEKa CETEBBIX MPOTOKOJIOB
nepenauyu gaHabix TCP/IP, ucnosib3yemMoro B ceTsix — 2 akaJIeMUYECKHUX Jaca.

[Ipaktuueckass padora Ne3 — MHccnmenoBanue mpunHiuna padoter [CMP
MPOTOKOJIA — 2 aKaJleMHUYECKUX Yaca.

3.1.3 O0630p penakumii U (YHKIHUOHAJBHBIX BO3MOKHOCTEH CHCTEMBI
Windows Server.

dopMa MpOBEAECHUS 3aAHATUS — JICKIIUSL.
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KonudecTBo yueOHOTO BpeMeH! — 2 aKaJIeMHUYECKUX Jaca.

Penakumu cepBepHBIX OMNEpallMOHHBIX cucTeM cemeiictBa Windows — 2
aKaJIeMUYECKHX Yaca.

3.1.4 YcraHoBKA M HAYAJbHASI HACTPOWKA CHCTEMBI.

dopma NpoBEACHUS 3aHATHS — JIEKIUSL.

KonuyecTBo yueOHOrO BpeMeHU — 2 akaJIeMHUYECKUX yaca.

IlopsnoKk yCTaHOBKM W HACTPOWKM CEPBEPHOM OIEPALMOHHOM CHUCTEMBI
Microsoft Windows Server — 2 akajjeMrU4yecKkux yaca.

dopma NpoBeCHUSI — MPAKTUUECKOE 3aHSITHE.

KonuyecTBo yueOHOro BpeMeHU — 8 aKaJIeMHUYECKUX YacOB.

[Tpaktryeckoe 3ausTrie Ne 4 — YcraHoBka oneparoHHoi cuctembl Windows
Server 2012 — 2 akageMHYECKHX Yaca;

[Ipaktnueckoe 3anstue Ne 5 — OnTumuzanus ONEPAUOHHON CHUCTEMBI
Windows Server 2012 — 2 akageMHU4ECKHUX daca;

[Tpaktuyeckoe 3ausTre Ne 6 — YcraHoBka oneparmonHoi cuctembl Windows
Server 2012 Core— 2 akageMHUUECKHX Yaca;

[TpakTuueckoe 3ansarue Ne 7 — VccinenoBanue koHpuUryparuii onepainyvoHHON
cucteMmsl Windows Server 2012 Core — 2 akageMHUYSCKHX Yaca;

3.2 Moayab 2. Hacrtpoiika Oe3omacHoctu B cersix Microsoft Windows
Server

3.2.1 OcHoBHbIe TepMHUHbI U TOHATHS (J1ec, JepeBO, A0OMEH, padouas
rpynmna). YcraHoBKa KOHTPOJLIEpa T0MEHOB

dopma NpoBeACHUS 3aHATUS — JISKITHUSI.

KonuyectBo yueOHOTO BpeMeHu — 4 akaJIeMHUYECKUX Jaca.

OcCHOBHBIC TOHSTUS AJIMUHUCTPUPOBAHUS: JEC, JEPEBO, JAOMEH, pabouas
rpynmna. OObEeKThI CeTH. — 2 aKaJIeMUYECKHUX Yaca,

VYcranoBka U KOH(PUTYpUpPOBAaHUE CPENICTB aIMUHUCTPUPOBAHMS JIOMEHA — 2
aKaJeMHUYECKHX Yaca.

dopma NpoBeICHUSI — MPAKTUUECKOE 3aHSTHE.

KonuyecTBo yueOHOro BpeMeH! — 4 akaJIeMHUYECKUX Yaca.
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[Tpaktuueckast pabora Ne§ — YcraHoBKa KOHTpoJIIepa TIOMEHA Ha CEpBEPHOM
omneparnuonHoit cucteme Windows Server 2012, BBeneHne KOMIbIOTEpa B JOMEH — 3
aKaJeMUYECKUX Yaca;

[TpakTuyeckas padora Ne9 — Vnaanenue koHTposuiepa JOMEHA Ha CEPBEPHOM
oneparmorHoi cucteme Windows Server 2012 — 1 akagemuyeckuit yac

3.2.2 YnpaBJieHue M0JIb30BaTeJAMH U rpynnamMu. ['pynnoBbie noJuTHKH

dopma NpoBeACHUS 3aHATUS — JTCKITUSI.

KonuyecTBo yueOHOTO BpeMeHU — 2 akaJIeMHUYECKUX Yaca.

Co3panue ydeTHBIX 3amuceil mosib3oBarenisa. CozfnaHue rpynmn. YIpaBleHHE
YJIEHCTBOM B Tpytie. HacTpoiika rpynmnoBbIX MOJUTHUK AOMEHA — 2 aKaJIeMHUYECKHUX
yaca.

®dopma NpoBeCHUS — MPAKTUUECKOE 3aHSITHE.

KonuyecTtBo yueOHOro BpeMeHu — 4 akaJIeMHUYeCKUX yaca.

[Ipaktuueckas pabora NelO0 — Hactpoiika monbs3zoBareneit Windows Server
2012 — 2 akageMHUYECKHUX 4Jaca.

[Ipaktuueckas padota Nell — Hactpoiika mapamMeTpoB I'pyHIOBBIX MOJIHTHK
JIOMEHA — 2 aKaJeMHYECCKHUX Jaca.

3.2.3 Jlornueckas u puznueckas CTpyKTypbl, Active Directory.

dopma NpoBeACHUS 3aHATUS — JIEKIUSI.

KonuuectBo yueOHOro BpeMeHH — 4 akaJieMUYECKHUX yaca.

Jlornyeckas ctpykrypa Active Directory: momMeHbl, moapa3aeieHus, IepeBbs,
jieca — 2 akaJIeMMYECKHUX Yaca;

Odwusuueckas crpykrypa Active Directory: Konrtpommepst momena — 2
aKaJIeMUYECKHX Yaca.

dopma NpoBeCHUST — MPAKTUUECKOE 3aHSITHE.

KonudecTBo yueOHOTO BpeMeH! — 4 akaJIeMHUYECKUX Jaca.

[Ipaktuueckass pabora Nel) — IloHmwkeHue poim KOHTpOJUIEpa JOMEHa Ha
cepBepHoit oneparmonHoit cucteMe Windows Server 2012 — 4 akajgeMu4yecKkux daca

3.2.4 Cucrema Ge30macHOCTH onepanuoHHoi cuctembl Microsoft Windows

Server
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dopma npoBeneHUs 3aHATUS — JIEKIIUA.

KonnuecTBo yueOHOro BpeMeHu — 2 akaJIeMUYECKUX Jaca.

Coznanue mabioHa O€30MACHOCTH W MCHOJB30BAHME €r0 COBMECTHO C
rpymmoBoii nomutukoi. Read Only Domain Controller — 2 akanemudeckux gaca.

dopMa MpoBeICHUS] — PAKTUYECKOE 3aHSTHE.

KonuyecTBo yueOHOTO BpeMeHU — 2 akaJIeMHUYECKUX Yaca.

[TpakTuaeckas padora Nel4 — PasséptriBanne Read Only Domain Controller —
2 akaJieMUYECKHUX Yaca.

3.3 MoayJb 3. OnepaunonHas cucrema Linux

3.3.1 Bb16op AucTpudyTHBa, YCTAHOBKA M AHAJIHU3 CUCTEMBbI

dopma NpoBeIECHUs 3aHATUS — JIEKIIUA.

KonmuecTBo yaeOHOTO BpeMeHH! — 2 aKaJIeMUYECKUX Jaca.

O030p coBpeMeHHBIX  AUCTpHOyTHBOB  Linux. Tlopsmok  ycTaHOBKH
OTEPAIIMOHHBIX CUCTEM ceMeicTBa Linux — 2 akageMuyecKkux Jaca.

dopma nMpoBeIeHNs — MPAKTUIECKOE 3aHSTHE.

KonnuecTBo yueOHOro BpeMeHu — 2 akaJIeMUYECKUX yaca.

[IpakTuyeckass pabora Nel5 - — VYcraHOBKa cepBEpHOM oOmEparMOHHOMN
cuctembl Ubuntu 14.04 u Debian 10— 2 akageMuueckux 4daca;

3.3.2 Cucrema 0e3onacnoctu OC Linux

dopma MPOBEACHUS 3aHATUS — JICKIIUA.

KonuyecTBo yueOHOTO BpeMeHU — 2 akaJIeMHUYECKUX Jaca.

O030p MexaHM3MOB 0E30MACHOCTH OMEPAIMOHHBIX CHUCTEM cemeicTBa Linux.
[Tonp3oBaTeny B OMEpaIMOHHBIX CHCTEMax cemeiicTBa LinUX — 2 akaxeMUYecKux
qaca.

dopma nMpoBeIeHUs — MPAKTUIECKOE 3aHSITHE.

KonunuectBo yueGHOro BpeMeHu — 4 akaJieMUYECKUX yaca.

[Ipaktuueckass pabora Nel6 — Hacrtpoiika 06€30MacHOCTH OTNEPAIMOHHON
cucTeMbl ceMeiicTBa LiNUX ¢ momompio pa3rpaHUyeHHs MpaB MOJb3oBaTened — 2
aKaJeMHUYECKHX Yaca.

ITpakTuyeckas pabora Nel7 — Hacrtpoiika ayauta ONepaliMOHHOM CHCTEMBI
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ceMelicTBa LINUX — 2 akaJeMUUEeCKHUX Yaca;
3.3.3 DaiiaoBan cucrtema OC Linux
dopMa IIPOBEICHHMS 3aHATHS — JICKITH.

KonnuecTBo yueOHOT0 BpeMeHHu — 2 akaJIeMUYECKUX Jaca.

OOGmue cBeneHust o (hailyIoBOM CHCTEME OIEpaIllMOHHBIX CHUCTEM CeMeHCTBa

Linux — 2 akageMudecKux yaca.
dopMa poBEICHHS — MMPAKTUUECKOES 3aHSTHE.

KomnuectBo y‘{€6HOFO BPCMCHHU — 2 AKaJCMHNYCCKHUX YJaca.

[Ipaktnueckas pabora Nel8 — HacTpoiika pe3epBHOr0 KONUPOBAHMS B

OIepaIiiOHHOM cucTeMe cemeiricTBa LinUX — 2 akaieMUIecKux Jaca.

3.3.4 YcranoBka u HacTpoiika cepucos B OC Linux

dopMa TPOBEACHHMSI 3aHATHS — JICKITH.

KonuyecTBo yueOHOro BpeMeHU — 4 akaJIeMHUYECKUX Jaca.

[Topsimok ycTaHoBKHM U 6a30Boi HacTporiku LAMP — 2 akajgeMudeckux 4yaca;

[Topsimok  yCTaHOBKM H HACTpoiku (haioBoro cepBepa Samba -
aKaJeMUYECKUX Yaca.

dopMa ITpoBEICHHS — MMPAKTUYECKOES 3aHSTHE.

KonuyecTBo yueOHOTO BpeMeHU — 8 akaJIeMHUYECKUX YacOB.

[Ipaktuueckass pabora Nel9 - Hacrpoitka cereBoro wuHTepdeiica
OIeparMOHHOM cucTeMe cemeiicTBa LinuX — 2 akajgeMuyeckux yaca

[Ipaktuueckass pabora Ne20 - VYcranoBka u Hactpoiika LAMP

OIeparoHHOM cucTeMe cemelicTBa LiNnUX — 4 akaieMUYecKuX Jaca,

2

B

B

[TpakTuueckass padora Ne2l — YcraHoBKa M HacTpokika Samba — cepBepa B

OIepaloOHHOM cucTeMe cemericTBa LiNUX — 2 akageMUyecKux yaca.
3.4 MoayJn 4. CereBble cepBucbl DNS u DHCP
3.4.1 OcuoBHbie nousitusi DNS. ba3zoBas HacTpoiika
dopMa pOBEICHHUSI 3aHATUS — JICKITHUA.

KonuyecTBo yueOHOrO BpeMeHU — 2 akaJIeMUYECKUX Yaca.

KmoueBsie xapaktepuctuku DNS. Ilpunnun pabGorst DNS. bazosas

Hactporika DNS — 2 akamemMuyecknx Jaca.
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dopma npoBeeHNs — MPAKTUYECKOE 3aHSTHE.

KonnuectBo yueOHOro BpeMeHu — 4 akaJieMUYECKUX yaca.

[Ipaktuueckas padora Ne22 — Hacrtpoitka DNS B omnepannoHHO#l cucteme
cemetricTa Linux

3.4.2 OcnoBubie noustusi DHCP. ba3zoBasi HacTpoiika

dopMa MpOBEICHHUS 3aHATUS — JICKIHUS.

KonnuecTBo yueOHOT0 BpeMeHH! — 2 aKkaJIeMUYECKUX Yaca.

KimroueBbie xapakrepuctukun DHCP. TIlpunmun pa6orst DHCP. basopas
HacTpoiika DHCP— 2 akanemMnyeckux yaca.

dopma nMpoBeeHUs — MPAKTUIECKOE 3aHSTHE.

KonnuecTBo yueOHOro BpeMeHu — 2 akaJIeMUYECKUX yaca.

[Ipaktiueckas padora Ne23 — Hacrtpoiika DHCP B omepanmonno#i cucteme
cemeiicTBa Linux

3.5 Moayasb 5. Padora ¢ KOMaHAHOI CTPOKOM M TEPMUHAJIOM.

3.5.1 3nakoMcTBO ¢ KOMaHAHOI cTpokoi Windows

dopma NpoBeEeHUs 3aHATUS — JIEKLIUA.

KonmuecTBo yueOHOTO BpeMeHH! — 2 aKaJIeMUYECKUX Jaca.

[IpumeHeHne KOMAaHJHOW CTPOKM B CHUCTEMHOM aJIMHHHUCTPUPOBAHUMU.
OcnoBHble onpenenaeHus. OCHOBHbIE KOMaHbl. — 2 aKaJIeMUYECKUX Yaca.

dopma nMpoBeeHUs — MPAKTUIECKOE 3aHSTHE.

KonnuecTBo yueOHOro BpeMeHu — 2 akaJIeMUYECKUX yaca.

[TpakTiaeckas padora No24 — V3yueHne BO3MOKHOCTEH KOMaHAHON CTPOKH.

3.5.2 3nakomcTBo ¢ Tepmunaiom OC Linux

dopma npoBeeHUs 3aHATUS — JIEKLIUS.

KonmuecTBo yueOHOTO BpeMeHH! — 2 aKaJIeMHUYECKUX Jaca.

[Mpumenenne tepmuuana B OC LiNUX B CHCTEMHOM aJIMHHHCTPHPOBAHUU.
OcnoBHble onpeneneHus. OCHOBHbIE KOMaH/IbI. — 2 aKaJIeMUYECKUX Yaca.

dopma MpoBeICHUs — MPAKTUIECKOE 3aHSTHE.

KonunuectBo yueOHOro BpeMeHu — 2 akaJIeMUYECKUX yaca.

[Ipaktuueckass pabora Ne25 — M3yuenue Bo3MmoxkHOCTe TepmuHana B OC
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linux.

3.5.3 3nakomctBo ¢ Power Shell

dopma MpoBENCHNUS 3aHATUS — JICKIIUA.

KonudecTBo yueOHOTO BpeMeHH — 2 aKaJIeMHUYECKUX daca.

[Tpumenenne Power Shell B cucremHoM amMunuctpupoBanuu. OCHOBHBIC
onpeneneHus. OCHOBHBIC KOMaH/BI. — 2 aKaJICMUYECKUX daca.

dopMa poBEICHHS — MMPAKTUUECKOES 3aHSTHE.

KonmuecTBo yaeOHOT0 BpeMeHU — 2 akaJIeMUYECKUX Jaca.

[MpakTryeckas padora Ne26 — M3yuenune Bo3moxuHocTeir Power Shell

3.6 UtoroBasi arrecramust

Wrorosast arrectamusi MPOBOAMUTCS MPH YCIOBUM YCHEIIHO 3aBEPIICHHBIX
Moaysei B opMe TECTUPOBAHUS.

[IpumepHbI€ BOIIPOCHI TECTUPOBAHUS:

3.4.1 CeteBo€ aIMUHUCTPUPOBAHUE ITO?

a)  YmpaBlieHHE €IUHBIM MPEIACTABICHUEM CETH,

6) IlpuBenenue cetu B COOTBETCTBHUE C LIEJISIMU U 3a/ladyaMU, JJI1 KOTOPBIX
OHa MpeHa3HaAYCHA,

B)  YmpaBlieHHE MPWIOKEHUSIMU U KaUeCTBOM CEPBUCA,;

r) Cuctema ympaBieHus, oOecrieunBaromas oObeauHEeHHEe (QYHKIIHM,
CBSI3aHHBIX C aHAJIM30M, TUATHOCTHKOW M YIIPABICHUEM CEThIO.

3.4.2 CucteMHOE aIMUHUCTPUPOBAHUE ITO?

a)  YmpaBlieHHE €IUHBIM MPEIACTABICHUEM CETH,

0) IlpuBenenue ceTd B COOTBETCTBHUE C MEIISIMH U 3a/1a4yaMU, JJIT KOTOPBIX
OHa MpeJHa3HaAYCHa,

B)  YHpaBlICeHHE MPUIOKEHUSIMH U KQ4eCTBOM CEPBHUCA;

r) Cucrema ynpaBieHus, oOecneunBaromas oObequHEHNE (YHKIIHM,
CBSI3aHHBIX C aHAJIM30M, TUATHOCTUKON U YIIPABICHUEM CEThHIO.

3.4.3 B Active Directory Domain Service ogHO WM HECKOJIbKO JEPEBBLEB,
KOTOpbIE pa3lenstoT OOIIyId CXeMy, CepBepbl TJ00ambHOTO KaTajgora u

KOH(UTypallMOHHYI0 HH()OPMAIUIO 3TO?
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a) Jlec;

0) Hepero;

B)  OpraHuzanroHHOE TOJIpa3/ieiicHuE;

r). Cair.

3.4.4 KoMnpIoTep XpaHSIIUH COOTBETCTBYIOIIYIO TAHHOMY JOMEHY 4acTh 0a3bl
naHHbIX Active Directory 3T10?

a)  Kontpomiep nomeHa;

6)  DNS-cepBep

B)  SQL-cepgep;

r). Cair.

3.4.5 Kakoit koMaH/10¥ MPOU3BOIUTCS YCTAHOBKA KOHTPOJUIepa JoMeHa?

a)  dcpromo;

0)  dspromo;

B)  promodc;

r).  promods.
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4 YCJOBUSA PEAJIM3ALIUU JIOITOJTHUTEJIbHOM
MPOPECCHUOHAJIBHON MMPOT'PAMMBbI IMOBBILIEHUSA
KBAJIM®OUKALIUU « CUCTEMHOE AJIMUHUCTPUPOBAHMUE»

4.1 TpeéoBaHusi K MHUHUMAJIBHOMY MAaTePHAIbHO-TEXHHYECKOMY
o0ecrne4eHn 10

Peanuzanus nonogHUTENbHOW MpodeCcCHOHATBHOW MPOrpaMMbl TOBBIIICHUS
kBaymukanun «CHCTEMHOE aIMUHUCTPUPOBAHKE» TPEOYeT:

Texnnuyeckue cpeacTBa 00y4eHHs:

[lepcoHanbHBIN KOMIBIOTEP WM HOYTOYK, COOTBETCTBYIOIIMM CIIETYIOIIUM
XapaKTEPUCTHKAM:

- omneparmoHHas cuctembl Microsoft Windows 7 uiu Bblie;

- nporieccop Intel Core i3 wmm Bblme, MO0 aHAJOTHYHBIA JPYTHX
MIPOU3BOJUTEIIEH C TOAAEPKKOW BUPTyanu3auuu 64x;

- orepatruBHas mamsTh — 6 ['0 win BbIIIIE;

- CBOOOJIHOE MecTO Ha xecTkoM aucke — 40 I'0;

- ceTeBas KapTa obecreunBaroiias COeIMHEHNE ¢ ceThio IHTepHET.

IIporpammHoe obecnieueHue:

- o0pa3 BUPTYaJbHOTO YCTAaHOBOYHOTO JHCKa OTEPAIIMOHHON CHCTEMBI
Windows Server 2012;

- o0pa3 BUPTYaJbHOTO YCTAaHOBOYHOTO JHCKA OMNEPAIIMOHHON CHUCTEMBbI
Ubuntu 14.04;

- o0pa3 BUPTYaJbHOTO YCTAaHOBOYHOTO JHCKa OTEPAIMOHHON CHCTEMBI
Debian 10;

- cpenctio BuptTyanusanuu Oracle Virtual Box v 5.2 wnu Bbiiie;

- nporpamma-ananusarop tpaduka Wireshark.
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4.2 UudopmanuonHoe odecnevyeHne 00yuyeHus
OcCHOBHbBIE HCTOYHUKH

1 Bnacos, 0. B. AnmunuctpupoBanue cered Ha miatdgopme MS
Windows Server : yae6Hoe mocodue / FO. B. Bnacos, T. . PunikoBa. — 3-¢ m3m. —
Mockga : Untepuer-Yuusepcuter Undopmammonusix Texnonoruit (MHTYUT), A
I[lu Ap Memma, 2020. — 622 c. — ISBN 978-5-4497-0649-2. — TekcT :
AJIEKTPOHHEIH // DnekTpoHHO-0nOmoTedHas cuctema [IPR BOOKS : [caiit]. — URL:
http://www.iprbookshop.ru/97536.html (mara oOparmienus: 04.08.2020). — Pexum
JIOCTYyTIA: JIsl aBTOPU3HP. TTOJIb30BATENCH;

2 Kypstumii, I'. B. Onepanuonnas cucrema Linux. Kypce nekmuii : yueOHoe
nocobue / I'. B. Kypsumii, K. A. Macnmunckuii. — CapartoB : [IpodhobpazoBanue,
2017. — 348 c. — ISBN 978-5-4488-0110-5. — TekcT : DJCKTPOHHBIN //
OnekTpoHHO-O0MOmoreunass cucrema [PR BOOKS : [caiit]. — URL:
http://www.iprbookshop.ru/63944 . html (mara oGpamenus: 04.08.2020). — Pexum
JI0CTyTA: JIJIsl aBTOPHU3UP. MOJIb30BATENCH;

3 Omudep, B. I'. OcHoBsl ceteilt nepenaun ganubix / B. I'. Onudep, H. A.
Omudep. — 2-e m3a. — MockBa : HurepHeT-YHuBepcutrer MHPpOpPMAIMOHHBIX
Texnonornit (MHTYUT), 2016. — 219 c¢. — ISBN 2227-8397. — Tekcr :
ANEKTPOHHBIN // DnekTpoHHO-O0nbmnoTeuHas cucrema IPR BOOKS : [caiit]. — URL.:
http://www.iprbookshop.ru/73702.html (nata oOpamenus: 04.08.2020). — Pexum

JOCTYyTA: JJIsl aBTOPU3HP. MOJIb30BATENEH.
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5 KOHTPOJb 1 OHLEHKA PE3YJBTATOB OCBOEHUA
MPODPECCHUOHAJIBHOI'O MOAYJISA (BUJA AEATEJABHOCTHN)

Pesyabrarsl
(ocBOEHHBIE
npogeccuoHaJIbLHbIE
KOMIIETEHIIMH)

OcHOBHBIE IOKA3ATEIH OILICHKH pe3yJibTaTra

(I)OpM])I U METOAbI KOHTPOJIA U
OICHKH

IIK 2.1. AaMUHHCTPUPOBATH
JIOKaJIbHBIC

BEIYHMCIUTENBHBIE CETH M
NPUHUMATh MEpBI o
YCTPaHCHHIO  BO3MOXKHBIX
cboeB

— JEMOHCTpanus HCIIOJB30BaHUS BCTPOCHHBIX

CpenCTB OTIepaIlMOHHON CUCTEMBI JUTS
obecrieueHus1 0€30IaCHOCTH CETH,
—  JIeMOHCTpaIus HACTPOIKH JIOKAJIBHEIX

BBIYHCIIMTCIBHBIX CCTCﬁ;
— HW3JIOKEHHUE OCHOBHBIX IPHUHIUIIOB CETEBOTO
U CUCTEMHOTO aIMUHUCTPUPOBAHUA.

Texymuii KOHTPOJIb:
IIuceMeHHBIH onpoc

Monynb 1:
[paxTraeckue padoTs NoNe2-3.

Ananus
DKcrepTHas OLICHKA.

CamocrostensHas padbota

IIK 2.2. AaMUHHCTPUPOBATH

CEeTEeBBIC pecypcbl B
MH()OPMALTMOHHBIX
cucTeMax

—  JIEMOHCTpauus YCTaHOBKH,
CONPOBOXKAEHHA Web-cepBepa;

—  JIEMOHCTpalys YCTaHOBKH, HACTPOHKH U
CONPOBOXKAEHUS (aiiJIoBOTO cepBepa;

—  JIEMOHCTpalys YCTAaHOBKM W HACTPOMKHU
JIOMEHHOH CTPYKTYPBI;
—  JIeMOHCTpAIHs
CETEBBIX CEPBUCOB,;

—  JIEMOHCTpalys YCTaHOBKH, HACTPOHKH U
COIIPOBOKACHUS KOHTPOJIIIepa JOMEHa,;

—  JIEMOHCTpAIs YMEHHUS HACTPOHKHU CEepBEPOB
yepe3 KOMaHIHYIO CTPOKY;

—  JIeMOHCTpanusi yMeHUs paboThI C CepBEPHON
orepanMoHHON cuctemoii cemeiicts Windows u
Linux;

—  JIeMOHCTpauus
MOJIMTUK JOMEHA,

—  JIeMOHCTpAaIsi  HaCTPOWKM  JIOKaJIbHBIX
HOJMTUK IEPCOHATBHOTO KOMIBIOTEPA;

—  JeMOHCTpaius pas3Béprku poieir Active
Directory;

—  JIEMOHCTpalys HACTPOIKH MNOIb30BaTENEH
IIK u cepsepa;

— o0ocHOBaHHE BBIOOpA PEAAKIUH CEPBEPHON
OIEPALUOHHON CUCTEMBI;

— oOocHOBaHME BBIOOpa MeETOAA YCTAHOBKH
CEpBEPHOI ONEPalMOHHON CUCTEMBI;

—  JIeMOHCTpauusi KOHUTYPUPOBAHUS CETEBBIX
uHTEepdeiicoB CEPBEPHBIX OTIepPaLMOHHBIX
CHCTEM;

—  JIEMOHCTpAIMs BBHITIOJHEHUS KOMaH]
Linux u Windows

HaCTpOMKH U

HacTpONKHU OCHOBHBIX

HACTPOWKM  TIPYIIOBBIX

oC

Tekymuii KOHTPOJIb:
[IuceMeHHBIH onpoc

Monynb 1:
[paxtraeckue padoTsr NeNed-7

Monynb 2:
[IpaxTryeckue paboTsl NoeNe8-14

Monynb 3:
[paktryeckue paborsr NeNe 15-16,

19-21

Monynb 4:
[paxtrdaeckue padoTsr NeNe 22-23

Monynb 5:
[paktryeckue pabotsr NeNe24-26

Amnanu3
DKcrepTHas OLICHKA.

CaMocTosTelbHas pa60Ta

TIK 2.3.06ecneunBath cO0p
JTAaHHBIX JUTS aHamm3a
HCTIOJIb30BaHUS u
(hYHKIIMOHUPOBaHUS
MPOTPAMMHO-TEXHUYECKUX
CPEICTB KOMITBIOTEPHBIX
cerei

— JEMOHCTpanusa peE3€PBHOIO0 KOMUPOBAHUA U
BOCCTAHOBJICHHSA CCTHU I1IOCJIC C6OH;

— JAEMOHCTpanusa HaCT‘pOﬁKH PpE3CPBHOTO
KOIMMPOBAaHUA U BOCCTAHOBJICHHS ONCPAIIMOHHBIX
CUCTEM CCTCBBIX YCTpOﬁCTB.

Texkymuii KOHTPOJIb:
IMucsMenHBI ompoc

Moynb 3:
[paktrueckne paborsr NeNe 17-18

Ananuz
DKcrepTHas OICHKA.
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CaMmocTosTelbHas pa60Ta

TK 2.4.
B3aumonerictBoBaTh co
CTELHUATMCTAMU  CMEXHOTO
npoduns mpu  paspaboTke
METOJIOB, CpencTB u
TEXHOJIOTHUA  MPUMEHEHHS
00BEKTOB
npoQeCCUOHANTBHOM
JICSITETbHOCTH

— TIIOATOTOBKA TEXHUYECKOTO 3aJaHus Ha
OCHOBE COBPEMEHHBIX CEPBEPHBIX TEXHOJIOTHH;

—  (opMynHpOBKa MPEUIOKEHNI MO Pa3BUTHIO
MaTepHaIbHO-TEXHIMYECKOH 0a3bl.

Texymuii KOHTPOJIb:
IIuceMeHHBIH onpoc

Monynb 1:
[IpaxTraeckas padora Nel

Ananus
DKcrepTHas OLICHKA.

CamocrostenpHas padbota
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